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Abstract
Recent technological advances have made it possible to develop distributed sensor networks
consisting of a large number of low-cost, low-power, and multi-functional sensor nodes that
communicate in short distances through wireless links. Such sensor networks are ideal
candidates for a wide range of applications such as monitoring of critical infrastructures and
military operations. In hostile environments, the security and resiliency of such sensor networks
becomes a critical issue. However, it is very challenging to build secure and resilient sensor
networks due to several unique features of sensor networks, such as the resource constraints
on sensor nodes and exposure to node captures and physical attacks. In this talk, I will present
some recent results on mitigating Denial of Service (DoS) attacks against broadcast
authentication in wireless sensor networks, as well as secure and DoS-resistant code
dissemination, an application that requires broadcast authentication.
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